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About GJEM 

Make use of GTEN r s long years of experience in successful cooperation with well known 
network providers and law enforcement agencies worldwide, concerning IT-Sec urity -Bt - 
Forensic. 

We look at IT-Secuiity and -Forensic from a different point of view - the view of the in- 
ternal and external offender. For that reason we are able to improve your U-Security 
significantly and reduce your costs. With the he p of our concepts and strategies we will 
relieve your specialists in their day-io-day work, so that they can concentrate on their 
principle activites. 

We provide you legal ceitainty according to ihe German KonTraG, Sarbanes- Ox ley.. EU 
directives, Basel II. 



Consulting 

You have to assume,, something has happened in 
your company already - but you were not aware of it. 

That r s the reason why you should start using our IT- 
Sec urity Consulting; to make the lives of offenders as 
hard as possible and to provide preconditions so that 
you are alerted about security violations as soon as 
possible. 

Preemptive measures are used to enhance investi- 
gations so as to achieve exhaustive results without 
delay. That means that your systems and infrastructure will need to analyzed and modi- 
fied 'f necessary, to provide monitoring interfaces which can be ~ :-ed for future investiga- 
tions by STEM'S specialises or you - own staff. 

IT- Forensic workflows have to be defined to ensure quick re actions on security incidents, 
to proceed in accordance with the laws, to save evidential material without destroying it, 
and last but not least; to protect the innocent. Together with our lawyers and U- 
specialists we provide workflows to your staff which enable them to handle all kinds of 
incidents on their own, or until our specialists arrive on the scene. This includes the 
evaluation of all gat-ered informat'on in a legal and unable way. 




Investigative Measures f Results 




Something has happened and you have been able - thanks to 
GTEN r s consultancy - to react correctly and veiy fast. Your 
employees now have the possibility to make use of GTEN r s 
Quick-Reaction-Team remotely or on location (they will be on 
site on short term basis). 

With the help of ihe preemptive measures we will be able tc 
secure all pieces of evidence (equipment and data, monitored 
network communications) without interrupting or disturbing 
your course of operations. 



Consequently, we will start the evaluation and prevent any evidential material from being 
corrupted. It is self-evident that we are sworn to secrecy, and our employees are secu- 
rity-checked by the German Ministiy of Interior and that they work discreetly. 
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What we are able to do r how we do our job and what we have done in zhe past, will be 
explained to you in every detail during a persona meeting (of course we will not divulge 
any company specific secrets only anonymous cases are described). You will understand 
For sure, that we will not discuss ou r experiences, procedures and techniques in public to 
avoid providing any details to offenders. By this means we can protect your security and 
to ensure that investigative measures will be as effective and successful as possible. 

Sealing this in mind, you will find only a short excerpt of our services here: 

> Imaging of data media and i-econst ruction of contents even on deleted or 
overwritten media 

> Monitoring / recoding of data communications {phone r fax, IP-communication) 

> Resio ling of mailboxes 

> Evaluation of reconstructed data and cor re lazing the results to receive a total over- 
view 

> Securing the evlde^zial material, interim and final reports, handover of all material 
for prosecution 



Legal Aspects 



It is an essential precondition to verify all kinds of lega 
aspects prior to any investigation. We need to know how 
to proceed and what changes have to be initiated inside 
the organization in o-der to make sure that our 
investigazions will be successful. 




We always work in accordance with existing laws and your employment agreements. For 
our worldwide activities we have pa liners having local 
know edge including national regulations and approved 
methods. 



Our own authorized and IT-spec'arzed awyers or the 
lawyers of our partners will advice you in advance to ensure that eveiything will be per- 
formed cor-ectSy. 



Trainings / Workshops 

We offer individual taining courses, adapted to the requirements of your organization 
and standardized zralning courses in our training center, as well as on location. 

The following topics are covered: 

> Legal aspects of IT-Security for management and employees responsible 
for IT 

> The tiicks of internal offenders and white collar criminals 

> Internal Hacking, weak points of computer systems and infi astiuctures 

> Whazto do in cases of security violations 

> Motivation training for computer users, sensitizing computer users to security 
aspects, prevention of social engineering. 

> Defense and counter-strike in the event of aztacks 
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If you would like further Information about ELAMAN, 
or would like to discuss a specific requirement or project, please contact us at: 

Elaman GmbH 
German Security Solutions 
Seitzstr. 23 
80538 Munich 
Germany 

Tel: +49-89-24 20 91 80 
Fax: +49-89-24 20 91 81 
info@elaman.de 
www.elaman.de 




